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1 3 BootROM Menu

About This Chapter

BootROM provides the configuration restoration and software upgrade functions
to ensure device security and implement basic device maintenance.

L] NOTE
BootROM screen is just for reference.
13.1 Overview of the BootROM Menu

13.2 Licensing Requirements and Limitations for the BootROM Menu
This section provides the configuration precautions of BootROM menu
introduction.

13.3 BootROM Main Menu
13.4 Serial Menu

13.5 Network Menu

13.6 Startup Select

13.7 File Manager

13.8 Password Manager

13.9 FAQ About the BootROM Menu
This section describes common problems that may occur during the configuration
and their solutions.

13.1 Overview of the BootROM Menu

The boot read-only memory (BootROM) is a firmware stored in the read-only
memory (ROM) chip of the device main board. The BootROM contains basic
input/output programs, system settings, power on self-test (POST) programs, and
system automatic startup program.

You can use the BootROM menu to perform the following operations:
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e Restore or upgrade the system when the system stops responding and the
command line interface (CLI) cannot be displayed.

e Back up the configuration file to prevent configuration loss.

e Change the password for accessing the BootROM menu, preventing
unauthorized users from accessing the BootROM menu.

e  Access this menu to log in to the device using the console port without
entering the password when you forget the password.

13.2 Licensing Requirements and Limitations for the
BootROM Menu

This section provides the configuration precautions of BootROM menu
introduction.

Involved Network Elements

None

Licensing Requirements

BootROM menu introduction is a basic feature of a router and is not under license
control.

Feature Limitations

If the device has two main control boards installed, when clearing the console port
password through the BootROM, clear the password of the active main control
board, and then install the standby main control board.

13.3 BootROM Main Menu

You have logged in to the device using the console port.
(11 NOTE

For details about how to log in to the device using the console port, see 9.4.4 Logging In
to a Device Through the Console Port. To use third-party terminal emulation software, set
the communication parameters correctly. If the parameter settings are incorrect, the third-
party software may enter excess characters, leading to abnormal BIOS menu functions.

Restart the device. Press Ctrl+B in 3 seconds to enter the BootROM main menu
when the following message is displayed.

Press Ctrl+B to break auto startup ... 3

Enter Password:****+*

Main Menu

1. Default Startup
2. Serial Menu
3. Network Menu
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4. Startup Select

5. File Manager

6. Reboot

7. Password Manager

Enter your choice(1-7):

The ART00&AR120&AR150&AR160&AR200&AR1200 series, AR2201-48FE,
AR2202-48FE, AR2204-27GE, AR2204E-D-27GE, AR2204-24GE, AR2204-27GE-P,
AR2204-51GE-P, AR2204-48GE-P, AR2204E, AR2204E-D, AR2204-51GE,
AR2204-51GE-R, AR2220L-DC, AR2220L-AC and AR3670 support the flash memory
and USB flash drive. The AR2220-AC, AR2220-DC, AR2220E, AR2240C support the
flash memory, hard disk and USB flash drive. The AR2204, AR2240 and AR3260
(using SRU40, SRU60, SRU80, SRU100, SRU1T00E, SRU200E, SRU200 and SRU400)
support the flash memory, Micro SD card, and USB flash drive. The AR2240,
AR2204XE-DC and AR2204XE support the Micro SD card and USB flash drive.

In this chapter, the micro SD card is used as a storage device.

(11 NOTE

The display menus vary according to the device model.

Table 13-1 BootROM main menu

Item Description

Press Ctrl+B to break auto startup Press Ctrl+B in 3 seconds to access the
BootROM menu.

You can access the BootROM menu for
debugging after failing to access the CLI
on the device.

To set the startup waiting time, select 5.
Set Startup Waiting Time in 4. Startup
Select. The default time is 3 seconds.

Enter Password Enter the password for accessing the
BootROM menu. The default username
and password are available in AR Router
Default Usernames and Passwords
(Enterprise Network or Carrier). If you
have not obtained the access permission
of the document, see Help on the
website to find out how to obtain it.

If you enter incorrect passwords for three
consecutive times, the system restarts.

To change the password, select 1. Modify
the menu password in 7. Password
Manager.

You are advised to change the password
in a timely manner and update the
password periodically after login to
ensure device security.
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Item

Description

1. Default Startup

Select this item to quickly start the
device.

When the modified parameters do not
affect system initialization before the
BootROM menu is displayed, select 1.
Default Startup to start the device to
avoid duplicate initialization.

This operation does not restart the
BootROM, but continues to start the
system.

If the device does not have Default
Startup, you can select Reboot.

2. Serial Menu

Access the serial interface submenu to
update the BootROM and complex
programmable logical device (CPLD).

This operation can be performed after a
PC is connected to the device using the
serial interface, without other
configuration. However, the file transfer
speed is low.
NOTE

You are advised to update the BootROM and

CPLD with the instructions of technical
support personnel.

3. Network Menu

Access the network interface submenu to
obtain files from the management
interface.

The file transfer speed is high. You need
to set network parameters and configure
the file server to ensure a reachable route
between the device and the file server.

4. Startup Select

Access the startup submenu to view or
modify startup configuration.

5. File Manager

Access the file system submenu to
manage and maintain the file system.

6. Reboot

When the modified parameters affect
system initialization before the BootROM
menu is displayed, select 6. Reboot to
restart the BootROM and then start the
system.
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Item Description
7. Password Manager Access this menu to change the password

for accessing the BootROM menu,
preventing unauthorized users from
accessing the BootROM menu.

Access this menu to log in to the device
using the console port without entering
the password when you forget the
password.

Shortcut key The BootROM menu provides two
shortcut keys: Ctrl+M, Ctrl+). The two
shortcut keys can be used in any
BootROM menu to provide functions
similar to Enter.

Displaying/hiding the Boot menu
(11 NOTE

Only the AR161EGW-LM1, AR161EW, ART61EW-M1, AR169E, AR169EGW-L, AR169EW,
AR2204XE and AR2204XE-DC support this function.

e In the system view, run bootloader startup menu enable
Display the Boot menu.

e In the system view, run display bootloader startup menu
Check whether the Boot menu is hidden.

13.4 Serial Menu

Access the BootROM main menu and select 2 to access the serial interface

submenu.
Main Menu

. Default Startup

. Serial Menu

. Network Menu

. Startup Select

. File Manager

. Reboot

. Password Manager

NOUbhWN =

Enter your choice(1-7):2
Serial Menu

1. Update Bootrom

2. Update CPLD Chip 0
3. Modify baud rate

0. Return

Enter your choice(0-3):

The AR161&ART161W&AR161G-L&ART161G-Lc&ART61EW&ART61EW-
M1&ART69&ART169WEART69G-L&ART69EGW-L&ART69-P-M9&AR1T69W-P-
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M9&AR169RW-P-M9&AR120&AR100 series routers do not support the submenus
Update Bootrom and Update CPLD Chip 0.

Table 13-2 Serial interface submenu

Item Description

1. Update Bootrom Update the BootROM through the serial
interface.

2. Update CPLD Chip 0 Update the CPLD through the serial interface.

3. Modify baud rate Modify parameters of the serial interface. The

default transmission rate is 9600 bit/s.

The serial interface supports the following
transmission rates:

e 9600 bit/s

e 19200 bit/s
e 38400 bit/s
e 57600 bit/s
e 115200 bit/s

After the transmission rate on the serial
interface is modified, synchronize the
transmission rate on the PC to that on the serial
interface and reconnect the PC to the device.

0. Return Return to the main menu.

13.5 Network Menu

Access the BootROM main menu and select 3 to access the network interface

menu.
Main Menu

. Default Startup

. Serial Menu

. Network Menu

. Startup Select

. File Manager

. Reboot

. Password Manager

NoOouUuhswN=

Enter your choice(1-7):3
Network Menu

. Display parameter
. Modify parameter
. Save parameter

. Download file

. Upload file

. Return

ocuUubhwWN =

Enter your choice(0-5):
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Table 13-3 Network interface Menu

Item Description
1. Display parameter Display network parameters.
2. Modify parameter Set network interface menu parameters before

downloading or uploading files.

The network parameter settings take effect only
in this startup process.

3. Save parameter Save network parameter settings. The saved
network parameter settings still take effect after
the system restarts.

4. Download file Download files from the server to the device.

If incorrect configurations result in abnormal
functions, you can restore the configuration and
patch files in the storage device using this menu.

NOTE
If the AR2240 or AR3260 is equipped with the SRU200,
SRU200E, and an exception occurs on the network
when the device is downloading a file from the server,
the file transmission is interrupted. After the network
recovers, the device automatically deletes the file
whose transmission is interrupted and downloads the
file again.

5. Upload file Uploads files from the device to the server.

To prevent configuration information loss, back
up the configuration and patch files in the
storage device using this menu.

0. Return Return to the BootLoader main menu.

13.5.1 Modify parameter

Access the network interface submenu and select 2 to access the modify
parameter menu.

Network Menu

. Display parameter
. Modify parameter
. Save parameter

. Download file

. Upload file

. Return

ocubhwnNn =

Enter your choice(0-5):2

NOTE:

Net type define: O(ftp), 1(tftp),
ENTER = no change; "' = clear;

Net type :0
File name : cfg.zip
Ethernet ip address : 192.168.1.3
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Ethernet ip mask : ffffff00
Gateway ip address :

Ftp host ip address : 192.168.1.11
Ftp user - huawei

Ftp password ;Wi

Modify net parameter success.

e Start the TFTP or FTP software on the PC. (For details, see help document
about the third-party software.)

(10 NOTE

Use this menu to set network interface parameters in FTP or TFTP mode. The PC must
function as the FTP or TFTP server. Ensure that the PC is directly connected to the
management interface of the device and can communicate on the same network
segment.

e Set network interface parameters.

The parameter values can contain only letters, numerals, underlines, and dots.
Spaces are not allowed.

- Net type: FTP client or TFTP client. By default, the device functions as the
FTP client.

- File name: Name of the file to be transferred.

- Ethernet ip address: IP address of the management interface on the
device. By default, the IP address of the management interface is
192.168.1.20.

-  Ethernet ip mask: Subnet mask.

- Gateway ip address: Gateway IP address.

- Ftp host ip address: TFTP or FTP server IP address.

- Ftp user: Name of the user who connects to the FTP server.

- Ftp password: Password for accessing the FTP server.

(10 NOTE

When the device transfers files using TFTP, the Ftp user and Ftp password parameters
is not required. You only need to press Enter.

If the device and server belong to different network segments, the Gateway ip
address parameter must be set. If the device and server belong to the same network
segment, the Gateway ip address parameter is not required.

13.6 Startup Select

Access the BootROM main menu and select 4 to access the startup select menu.
Main Menu

. Default Startup

. Serial Menu

. Network Menu

. Startup Select

. File Manager

. Reboot

. Password Manager

NOoOuUuhsWwWwN-=

Enter your choice(1-7):4
Startup Select
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1. Display Startup

2. Set Boot File

3. Set Config File

4. Startupfile Check Manage
5. Set Startup Waiting Time
0. return

Enter your choice(0-5):

Table 13-4 Startup select menu

Item Description

1. Display Startup Display the system software and configuration
file used in the current and last startup.

Before upgrading or degrading the system, check
whether the system software and configuration
file are correct using this menu.

2. Set Boot File Specify the system software for next startup.

Before upgrading or degrading the system,
specify the system software for the next startup
using this menu.

3. Set Config File Specify the configuration file for the next
startup.

Before upgrading or degrading the system,
specify the configuration file for the next startup
using this menu.

4. Startupfile Check Manage startup file check.

Manage To view or modify startup file check
configurations, manage startup file check using
this menu.

5. Set Startup Waiting Time | Set the start waiting time.

You need to enter the startup waiting time that
ranges from 3 to 9, in seconds. The default time
is 3 seconds.

The changed startup waiting time takes effect
only in this startup process. When the system

restarts, the startup waiting time restores to 3
seconds.

0. return Return to the BootLoader menu.

13.6.1 Display Startup

Access the startup select submenu and select 1 to access the display startup menu.

Startup Select

1. Display Startup
2. Set Boot File
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3. Set Config File

4. Startupfile Check Manage
5. Set Startup Waiting Time
0. return

Enter your choice(0-5):1

Khkkkkkkkkkkkkk Current Stratup info Fhkkkkkkkkkkkkkkk
Valid Flag State : Vaild

Boot File Name : sd1:/softwarenew.cc
Config File Name : sd1:/cfgnew.zip
Licence File Name

Patch File Name

Voice File Name

Fkkdkkkkkkkikk Dra Startu p i nfo Fkkkkkkkkkkkhhkkkkkk

Valid Flag State : Vaild

Boot File Name : sd1:/software.cc
Config File Name : sd1:/cfg.zip
Licence File Name

Patch File Name : sd1:/patch.pat
Voice File Name

Displays files used in the current and last startup, such as the system software and
configuration file.

13.6.2 Set Boot File

Access the startup select submenu and select 2 to access the set boot file menu.

Before upgrading or degrading the system, specify the system software used for
startup using this menu.

Select the serial number of the storage device where the system software locates.
The storage device can be the flash memory, micro SD card, or USB disk.

Startup Select

. Display Startup

. Set Boot File

. Set Config File

. Startupfile Check Manage
. Set Startup Waiting Time
. return

ocuUubhWwWN =

Enter your choice(0-5):2
Select Boot File

1. Flash
2. SDCard[1]
0. Return

Enter your choice(0-2):2
NOTE: Boot file must be .cc or .CC

Current boot file: sd1:/softwarenew.cc

Press ENTER directly for no change.

Or, please input the new file name: sd1:/softwarenew1.cc

Save the boot file name: sd1:/softwarenew1.cc ? Yes or No(Y/N)y
Save load state word...OK!

For the AR161&ART61TW&AR161EW&ART61EW-M1&AR161G-L&AR161G-
Lc&AR169&AR169G-L&ART69EGW-L&ART69-P-M9&ART69W-P-
MO9&AR1220V&AR1220W&AR1220VW&AR1220E&AR1220EV&ART1220EVW&AR122
0C&AR2204-51GE-P&AR2204-51GE&AR2204-51GE-R&AR2204-27GE-
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P&AR2204-27GE&AR2204E-D-27GE&AR2204E&AR2204E-D, if the check flag for
the digital signature file of the system software is set based on 13.6.4 Startupfile
Check Manage, the procedure for specifying the startup system software is as
follows:

Startup Select

. Display Startup

. Set Boot File

. Set Config File

. Startupfile Check Manage
. Set Startup Waiting Time
. return

ocuUubhWwWN =

Enter your choice(0-5):2
Select Boot File

1. flash
0. Return

Enter your choice(0-1):1
NOTE: Boot file must be .cc or .CC

Current boot file: flash:/software.cc

Press ENTER directly for no change.

Or, please input the new file name: flash:/softwarenew.cc
Signature file Select

0. Flash

Enter your choice(0-0): 0

Input the signature file: flash:/softwarenew.cc.asc
Verifying,This may last a few minutes.Please Wait......
Step1: Pre-deal with keyfile in start packet ...OK
Step2: Pre-deal with applied signature file ...OK
Step3: Pre-deal with target boot file ...OK

Step4: Verifying Data......OK

signature file check success!

Signature check success!
Save the boot file name: falsh:/softwarenew.cc ? Yes or No(Y/N) Y
Save load state word...OK!

13.6.3 Set Config File

Access the startup select submenu and select 3 to access the set config file menu.
Startup Select

. Display Startup

. Set Boot File

. Set Config File

. Startupfile Check Manage
. Set Startup Waiting Time
. return

ocubhwnNn =

Enter your choice(0-5):3
Select Config File

1. Flash
2. SDCard[1]
0. Return

Enter your choice(0-2):2
NOTE: Config file must be .zip or .cfg or .ZIP or .CFG

Current Config file: sd1:/cfgnew.zip
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Press ENTER directly for no change.

Or, please input the new file name: sd1:/cfgnew?1.zip
Save the config file name: sd1:/cfgnew1.zip ? Yes or No(Y/N)y

Save load state word...OK!

To specify the configuration file for startup based on users' requirements, use this

menu.

Select the serial number of the storage device where the configuration file locates.
The storage device can be the flash memory, micro SD card, or USB disk.

13.6.4 Startupfile Check Manage

Access the startup select submenu and select 4 to access the startup file check

manage menu.

To view or modify startup file check configurations, manages startup file check

using this menu.
Startup Select

. Display Startup

. Set Boot File

. Set Config File

. Startupfile Check Manage
. Set Startup Waiting Time
. return

ocubhwnNn =

Enter your choice(0-5):4
File Check Manage

1. Set FileCheck Flag

2. Clear FileCheck Flag

3. Query FileCheck Flag

4. Set SignatureCheck Flag

5. Clear SignatureCheck Flag
6. Query SignatureCheck Flag
0. return

Enter your choice(0-6):1
STUP_SetFileCheckFlag Success!

File Check Manage

1. Set FileCheck Flag

2. Clear FileCheck Flag

3. Query FileCheck Flag

4. Set SignatureCheck Flag

5. Clear SignatureCheck Flag
6. Query SignatureCheck Flag
0. return

Enter your choice(0-6):3
StartUp FileCheck Flag Exist

File Check Manage

1. Set FileCheck Flag

2. Clear FileCheck Flag

3. Query FileCheck Flag

4. Set SignatureCheck Flag

5. Clear SignatureCheck Flag
6. Query SignatureCheck Flag
0. return

Enter your choice(0-6):2
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STUP_ClearFileCheckFlag Success!
File Check Manage

1. Set FileCheck Flag

2. Clear FileCheck Flag

3. Query FileCheck Flag

4. Set SignatureCheck Flag

5. Clear SignatureCheck Flag
6. Query SignatureCheck Flag
0. return

Enter your choice(0-6):3
StartUp FileCheck Flag not Exist

File Check Manage

1. Set FileCheck Flag

2. Clear FileCheck Flag

3. Query FileCheck Flag

4. Set SignatureCheck Flag

5. Clear SignatureCheck Flag
6. Query SignatureCheck Flag
0. return

Enter your choice(0-6):4
Set SignatureCheckFlag Success!

File Check Manage

1. Set FileCheck Flag

2. Clear FileCheck Flag

3. Query FileCheck Flag

4. Set SignatureCheck Flag

5. Clear SignatureCheck Flag
6. Query SignatureCheck Flag
0. return

Enter your choice(0-6):6
StartUp SignatureCheck Flag Exist

File Check Manage

1. Set FileCheck Flag

2. Clear FileCheck Flag

3. Query FileCheck Flag

4. Set SignatureCheck Flag

5. Clear SignatureCheck Flag
6. Query SignatureCheck Flag
0. return

Enter your choice(0-6):5
Clear SignatureCheckFlag Success!

File Check Manage

1. Set FileCheck Flag

2. Clear FileCheck Flag

3. Query FileCheck Flag

4. Set SignatureCheck Flag

5. Clear SignatureCheck Flag
6. Query SignatureCheck Flag
0. return

Enter your choice(0-6):6
StartUp SignatureCheck Flag not Exist
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Table 13-5 Startupfile Check Manage

Item Description

1. Set FileCheck Flag Set the check flag for the system software. The
check flag is used for performing the system
software check.

2. Clear FileCheck Flag Cancel the check flag for the system software.

3. Query FileCheck Flag Check whether the check flag for the system
software is set.

4. Set SignatureCheck Set the check flag for the digital signature file of the
Flag system software. The check flag is used for
performing the validity check for the digital
signature file of the system software.

5. Clear SignatureCheck Cancel the check flag for the digital signature file of

Flag the system software.

6. Query SignatureCheck | Check whether the check flag for the digital
Flag signature file of the system software is set.
0. Return Return to the main menu.

Only the AR161&AR161TW&ART61EW&ART61EW-M1&AR161G-L&AR161G-
Lc&AR169&AR169G-L&ART69EGW-L&AR169-P-M9&AR169W-P-
MO9&AR1220V&AR1220W&AR1220VW&AR1220E&ART1220EV&ART1220EVW&AR122
0C&AR2204-51GE-P&AR2204-51GE&AR2204-51GE-R&AR2204-27GE-
P&AR2204-27GE&AR2204E-D-27GE&AR2204E&AR2204E-D support items 4, 5, and
6 in the menu.

13.7 File Manager

Access the BootROM main menu and select 5 to access the file manager menu.
Main Menu

. Default Startup

. Serial Menu

. Network Menu

. Startup Select

. File Manager

. Reboot

. Password Manager

NOoOuUhswWN-=

Enter your choice(1-7):5
File Menu

1. Flash file system
2. SDCard file system
0. Return

Enter your choice(0-2):

e  Access the main menu and select 1 to access the flash file system menu.
File Menu

Issue 14 (2024-08-30) Copyright © Huawei Technologies Co., Ltd. 391



Huawei AR Series Access Routers
CLI-based Configuration Guide - Basic Configuration 13 BootROM Menu

1. Flash file system
2. SDCard file system
0. Return

Enter your choice(0-2):1
Flash file system MENU

. List file in flash

. Delete file in flash

. Rename file in flash

. Format Flash file system
. Check Flash file system
Return

ocUuhAwWN =

Enter your choice(0-5):0
L] NOTE

The Check Flash file system item is added to the menu only for the
AR150&AR160&AR200&AR2200 series.

e Access the main menu and select 2 to access the SD card file system menu.

File Menu

1. Flash file system
2. SDCard file system
0. Return

Enter your choice(0-2):2
SDCard file system MENU

1. List file in SDCard[1]

2. Delete file in SDCard[1]
3. Rename file in SDCard[1]
4. Format SDCard[1]

5. Check SDCard[1]

0. Return

Enter your choice(0-5):
- Select 1 to access the List file in SDCard[1] menu.

Enter your choice(0-5):1
Files of the device:

drwxrwxrwx - Dec 27 2012 07:07:00 lodfile

-rwxXrwxrwx 77773440 Dec 16 2011 15:18:08 software.cc
-rwxrwxrwx 103661312 Nov 27 2012 19:46:48 softwarenew.cc
-PWXFWXIwWX 1241 Mar 03 2012 17:30:34 rootcert.pem
-rwxrwxrwx 86307328 Apr 27 2012 15:11:36 softwarenew?.cc
-rwxrwxrwx 1728 Apr 27 2012 19:21:38 patch.dat
-rwxrwxrwx 3275 Dec 16 2012 07:50:50 cfg.zip
-PWXIWXrwix 2172 Dec 16 2012 14:18:08 cfgnew.zip
-PWXrWXrwix 5414 Dec 17 2012 19:14:26 cfgnew1.zip
-rwxrwxrwx 558320 Sep 18 2012 20:04:10 test.txt

10 files found!

1973735424 Byte total, 1031127040 Byte free.

- Select 2 to access the Delete file in SDCard[1] menu.

Enter your choice(0-5):2

BE CAREFUL!

This may cause your system fail to start!

Please input the file name you want to delete: test.txt
delete it? Yes or No(Y/N):y

Deleting file[sd1:/test.txt], please wait....Done

- Select 3 to access the Rename file in SDCard[1] menu.

Enter your choice(0-5):3
Please input the file name: cfg.zip
Please input the new name: vrpcfg.zip
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Rename file[sd1:/cfg.zip] to [sd1:/vrpcfg.zip], Yes or No(Y/N):y
Rename OK!

- Select 4 to access the Format SDCard[1] menu.

NOTICE

After the storage device is formatted, all data including historical system
software and configuration files are lost. Therefore, use this menu with
caution.

Enter your choice(0-5):4

BE CAREFUL!

All files in the device will be lost.

This may cause your system fail to start!
Are you sure to format it? Yes or No(Y/N): y
Format file system. Please wait....

Format success!

- Select 5 to access the Check SDCard[1] menu.

Enter your choice(0-5):5
Check SD Card[1] file system. Please wait....

sd1:/ - Volume is OK

File system check OK!

Table 13-6 File system submenu

Item Description

1. List file in flash/SDCard[1] | Display all files in the flash memory or the micro
SD card.

2. Delete file in flash/ Delete files in the flash memory or the micro SD

SDCard[1] card.

3. Rename file in flash/ Rename directories or files in the flash memory

SDCard[1] or the micro SD card.

4. Format flash/SDCard[1] Format the flash memory or the micro SD card.

5. Check flash/SDCard[1] Check the validity of the flash memory or the
micro SD card.

0. Return Return to the BootLoader main menu.

13.8 Password Manager

Access the BootROM main menu and select 7 to access the password manager
menu.

Main Menu

1. Default Startup
2. Serial Menu
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3. Network Menu

4. Startup Select

5. File Manager

6. Reboot

7. Password Manager

Enter your choice(1-7):7
PassWord Menu

1. Modify the menu password
2. Clear the console login password
0. Return

Enter your choice(0-2):1
Modify password. Press Ctrl+c to break.

//On AR161&AR161G-LE&AR169&AR169G-LE&AR169-P-M9&AR169W-P-M9&AR169RW-P-M9 and AR120
series&AR100 series, the following information is displayed: Modify password. the password length must >=
6.Press Ctrl+c to break.

Enter Old Password:******

Input new password:******

Input new password again:******

Are you sure to change password? [y/n]:y
Save new password Success.

PassWord Menu
1. Modify the menu password
2. Clear the console login password

0. Return

Enter your choice(0-2):2
Clear the console login password Succeed!

To prevent unauthorized users from accessing the BootROM main menu, select
Modify the menu password to change the password for access the BootROM
main menu.

When you forget the password for login using the console interface, select Clear
the console login password to clear the login password.

13.9 FAQ About the BootROM Menu

This section describes common problems that may occur during the configuration
and their solutions.

13.9.1 How Do | Log in to the Device Using BootROM If |
Forget the Console Login Password

The console interface on RouterA connects to the PC and the console login
password is forgotten. It is required that BootROM be used to log in to the device.
This example applies to V200R003C00 and later versions, and all AR models.

(11 NOTE

If the device has two main control boards installed, you need to remove the standby main
control board before performing the following operations, and then install it after the
following operations are complete.
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Figure 13-1 Networking for login through BootROM when the console login
password is forgotten

I:'j Console

PC RouterA

1. Log in to the router through the console port.

(10 NOTE

When performing operations, ensure that users on the serial port are kept online.

2. Restart RouterA. Press Ctrl+B to enter the BootROM menu when the

following information is displayed:
BIOS Creation Date : Nov 10 2011, 14:41:12
DDR DRAM init : OK

Start Memory Test ? ('t' or 'T' is test):skip
Copying Data : Done

Uncompressing : Done

USB2 Host Stack Initialized.

USB Hub Driver Initialized

USBD Wind River Systems, Inc. 562 Initialized
Octeon Host Controller Initialize......Done.

Press Ctrl+B to break auto startup ... 3

(10 NOTE

After pressing Ctrl+B, you need to enter the password to enter the BootROM menu.
The default username and password are available in AR Router Default Usernames
and Passwords (Enterprise Network or Carrier). If you have not obtained the access
permission of the document, see Help on the website to find out how to obtain it.

3. Select choice 7 to enter the Password Manager menu.
Main Menu

. Default Startup

. Serial Menu

. Network Menu

. Startup Select

. File Manager
Reboot

. Password Manager

NoOouhwN =

Enter your choice(1-6):7

4. Select choice 2 to delete the console login password.
PassWord Menu

1. Modify the menu password
2. Clear the console login password
0. Return

Enter your choice(0-1):2
Clear the console login password Succeed!

PassWord Menu
1. Modify the menu password

2. Clear the console login password
0. Return
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Enter your choice(0-1):0
5. Select 1 and wait for a while. Then you can log in to the device.

(1 NOTE

Configuring the authentication mode and password for the console user interface is
necessary; otherwise, after the device is restarted, users still need to be authenticated
using the original password when they log in to the device through the console port.

Main Menu

. Default Startup

. Serial Menu

. Network Menu

. Startup Select

. File Manager

. Reboot

. Password Manager

NoOoubhwN=

Enter your choice(1-6):1
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